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NIAS — NATO Information Assurance

1997-ben — j0részt Magyarorszag kezdeme-
nyezésere létrejott a NATO Information Assurance
Symposium, egy, az informaciobiztonsag
kérdeseivel foglalkozd egy hetes konferencia és
workshop.

2011-ben az egyik érdekes tema a Cyber Defence
Framework volt...
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Miert valt szuksegessé ez a
keretrendszer?

A szamitogepes csintalankodas nem ujkeletu és
voltak — vannak fokozatai. Kezdetben az volt, hogy

- ,Megmutatom, hogy be tudok jutni”

- Ha mar bejutottam, hagyok is valami nyomot, amire
blUszke lehetek (Deface)

- Ha mar egyszer ott jarok, megviccelem a
kolleégakat...

- Haragszom a volt fonokomre, kicsit harfazok az
idegein... (DoS. stb.)
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Aztan a jatek komolyabbra fordult...

- Fogadjunk, hogy nem tudod kiakasztani X
szolgaltatot...

- Kapsz 50 rugot, ha harom napra kiakasztod Y
szolgaltatot...

- Nekem megérne 100 rongyot Z k6zmu
tgyféllistaja...

- Bankkartyaszamot nem tudsz szerezni?...
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Eltolodott a sulypont...

- Késtolgassunk teljes orszagokat

- Szerezzunk kulcsfontossagu allamigazgatasi —
katonal informaciokat

- Bénitsuk meg az allamigazgatast

- Rongaljuk meg az infrastrukturat

—HSACA



... aztan beszalltak a jatékba a
titkosszolgalatok is...

1982-ben ,Farewell”
Ugynok segitségével
rendeztek a Transz-
Szibeériai Gazvezetéken
Topolszk mellett olyan
thzijatekot, ami még a
vilagurbol is lathato
volt...

—SACA



Nem csak az iparral foglalkoztak:

Victim’s Country of Origin Victim Count Victim’s Country of Origin Victim Count
UsA B= ) 4 Indonesia —_—
Canada I*I 4 Vietnam 1
South Korea ‘@ | 2 Denmark == 1
Taiwan 3 Singapore 1
Japan [ J 2 Hong Kong E 1
Switzerland n 2 Germany I
United Kingdom ; 2 2 India = 1

Source: McAfee
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Mindenhova megprobalt beépilni...

ua

US Federal 6 Construction/ 3 Electronics 3 Defense 13 Real Estate 2 International 5
Government Heavy Industry Contractor Sports
Industry Accounting 2
US State 5 Computer 2 Industry Economics/ 2
Government Steel 1 Security Trade
Industry Agriculture 1

US County S Information 2 Think Tanks 2

Government Energy 1 Technology Insurance 1
International 1

Canadian 2 Solar Power 1 Satellite 2 Government/

Government Communica- Economics/

tions Trade

Vietnam 1

Government News Media 2 Political 1
Non-Profit

Taiwan 1 Information 1

Government Services US National 1
Security

us 1 Communica- 1 Non-Profit

Government tions

Contractor Technology

United 1

Nations

Indian 1

Government

Source: McAfee
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...aztan egy orszag teljes kommunikacios
halozata blokkolodott...

HEE

NEWS W RS One-Minute World News
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- }l?-"é':.a‘ Estonia hit by '"Moscow cyber war'

P

Estonia says the country's

Africa :
Americas WEDsites have been under
; . heavy attack for the past
Asia-Pacific ; :
g EI three weeks, blaming Russia
viddle E pt for playing a part in the
1aaie as cyber warfare.
South Asia

UK Many of the attacks have come
Business from Russia and are being
Health hosted by Russian state

; ; Eztonia zays many state websites
Science & computer servers, Talinn says. (L. been sffected

Environment Moscow denies any
Technology Involvement,
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... €S ez meg csak a kezdet volt...

2010-ben a Stuxnet
néhany Ora alatt
felszamolta Iran
urandusito kapacitasat...




A tamadasi technikak megvaltoztak

- A tamadoé kod legalis, hivatalosan beszerzett
programokba is beépulhetett

- A tamadas bizonyos mukodési paraméterek
egyuttallasara, kiszamithatatlan idoben indult

- Sokszor a tamado kdd szerzoje sem tudta, mit
alkot

- A hagyomanyos virus- és behatolasvédelmi
rendszerek hatastalanok voltak

Uj megkézelitésre, médszertanra volt szitkség

—1SACA




Az észtek hamar ébredtek...

3 Has Estonia learned much about this type of

il - warfare In the three vears since the attachs?
Certainy. Butin this edited Interiiew with Aalikson,
he says that In some way's, the country could be
doing mare fo prepare for the next major
cybenncident which he says will Inevitably come

CYBERWAR about

After Google-China dust-up,
cyberwar emerges as a threat
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Letrehoztak Tallinban egy nhemzetkozi
tudaskozpontot

o),

CCDCOE

Cooaperative Cyber Defence
Ceantre of Exc=llence
Tallimm, Estonia
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n
CCDCOE

Cooperative Cyber Defence
Centre of Excellence
Tallinr, Estoria

==

CD Capability Framework =

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



The opinions expressed are those of the
presenter and

should not be considered as official policy of
the CCD COE or NATO

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



* Cooperative Cyber Defence Centre of Excellence

* CD Capability Framework

* CCDCOE+CDCF="7???

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



) CCD COE + CD CF = 2?7

CCD COE =
= Cooperative Cyber Defence

Centre of Excellence
* www.ccdcoe.org

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



The Cooperative Cyber Defence Centre of
Excellence Is

A multinationally manned and sponsored entity currently
comprised of 8 Sponsoring Nations
- Germany, Hungary, Italy, Latvia, Lithuania, Slovak Republic,
Spain and Estonia
- joining process with: Turkey, USA

Accredited as the NATO COE (Oct 28th 2008)

Directed and tasked by a Multinational Steering Committee of
those 8 Sponsoring Nations + Turkey + NATO ACT

Actively receives additional NATO requests via Supreme Allied
Command of Transformation

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



Cooperative Cyber Defence Centre of
Excellence is Not

Part of NATO Command or Force Structure
Funded from NATO Common budget

24/7 NATO Operational Incident Handling Center

nor
Multinational Computer Emergency Response Team
working on behalf of Sponsoring Nations

Group of hackers or “Cyber Warriors”

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



Cooperative Cyber Defence
Centre of Excellence — CCD COE

Mission and Vision

Mission: to enhance the cooperative cyber defence
capability of NATO.

Vision: to become a primary source of expertise for NATO
in cooperative cyber defence-related matters.

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



Input to doctrine and concepts in the field of
cyber defence

Cyber defence related analysis, education,
awareness and training

Research and development projects in the
field of cyber defence

Cyber defence related analysis and lessons
learned

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



Organization

Director

Chief of Staff

Training Research
and and
Doctrine Development

Administration

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



Relationships

ey | . e .
— Steering
— Committee

NATO entities NATO COE-s
-HQ SACT - COE-DAT

- NATO CDMA -C2 COE
- NCIRC n

-NC3A

Nations

Other entities - NATO
- Universities -Non-NATO

- Private sector Customers
- NATO

- Sponsoring Nations
- Contributing Participants

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



) CCD COE + CD CF = 2?7

CCD COE =
= Cooperative Cyber Defence

Centre of Excellence
* www.ccdcoe.org

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



CCD COE + CD CF = ???

22?2 = 11!

| = Collaboration
| = Collaboration

| = Collaboration

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



A NATO termeészetesen felkarolta a
kezdemeényezest

MAaTO Consaltaticon, Command and Control Agency
Aganos de consulaton, de commandgmam et de contrdie oe FITAN

Geir HALLINGSTAD

Frincipal! Screntist
Cyber Defence and Assured Infomation Sharing {CATZ2)

Oude Waalsdorparwag &1

2587 AK The Hague NON 257 3747
(B Q. Box 174 2501 CD) Tel. +31 (0170 374 3742
Metherlands Fax 431 |0}70 374 3079
wannaneda, nato.int gair.hallingstad@nec3a.nato.int

Hallingstad ur igy szamolt be rola 2011-ben:
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_ NATO C3 Agency

Cyber Defence Framework

Definitions and descriptions of cyber defence
capabilities




Cyber Defence Capability Framework

- Objectives

— Establish the scope of cyber defence and the capabilities that are
needed for a sound overall cyber defence capability

— Provide a common taxonomy for more efficient discussion and
coordination of cyber defence activities

— Provide a framework for multinational cooperation on the
development of cyber defence capabilities

— Provide a framework for establishing interoperability interfaces and
maturity levels for the capabilities

28 NATO UNCLASSIFIED



What is the Capability Breakdown

- Capability
— The power/ability to do
something
* Hierarchical

— Structured capability
breakdown

* Does not address

— Processes; the order in which
capabilities are used

— Organization; who does what

NATO C3 Agency



Cyber Defence Capability Breakdown

Cyber Defence

Malicious activity Attack termination/ Dynamic risk damage, . .. . Cyber defence
. . e . Cyber attack recovery Timely decision making K X
detection prevention /mitigation and attack assessment (Recover) (Prevent/Defend) information
(Detect) (Prevent/Defend) (Assess) management
— — 1 — 1 — 1 — 1 — |
. — . . Identification of Cyber defence
— Sensor data collection Topolo.gy/po.llcy B DPLEILLELS — Systen |nt.egr|ty —  options, impact, and — information collection
reconfiguration assessment restoration .. X
decision-makers and sharing
Traffic flow Gy berieicnes

B Entity assessment

redirection /

| | termination /throttling /

1 Damage assessment

Information integrity
restoration

— Decision coordination

— information vetting /
quality assurance

restoration

interference
Service availabilit Collection and
—  Situation assessment H Deception H  Assessment of attacks - v L Decision dissemination - exploitation of

historical data

Visualization for
analysis

— Active defence

Visualization for
situational awareness

Registeration of

— compromised

information

External response
coordination

NATO UNCLASSIFIED




Malicious Activity Detection

Malicious activity
detection
(Detect)

[
[ l

Visualization for

Sensor data collection Entity assessment Situation assessment .
analysis

Sensor data . .
— - — Entity correlation
normalization

| | Locate technical source

| nsor data correlation
Sensor data correlatio of attack

Entity attribute

. . — Interpret activity
estimation

‘— Entity characterization — Interpret context

31  NATO UNCLASSIFIED
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Attack termination, prevention, mitigation

Attack termination/
prevention /mitigation
(Prevent/Defend)

Topology / policy
reconfiguration

Traffic flow
termination/throttling /
redirection /
interference

Deception

Active defence

External response
coordination

—

Service/information
relocation

CIS
compartmentalization

| | Component and service
shutdown

—  Credential revocation

Software /hardware
update

NATO UNCLASSIFIED
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— Control restoration

— Source pacification




Dynamic Risk, Damage, and Threat Assessment

Dynamic risk, damage,
and attack assessment

(Assess)
I
[ [ |
Dynamic risk Visualization for
Y Damage assessment Assessment of attacks N
assessment situational awareness
1 1 1
Analysis of ongoin
— Context modelling —  Malware assessment z B8
attacks
—
Identification of -
|| affected svstems and External monitoring

|| Value assessment HERIB AL coordination

(CIS objectives) information
Integrity verification of
— systems and
—  Threat assessment information
Identification of
Vulnerability B compromised
m R55essment information
Service availability

— CIS modelling measurement

Dynamic risk
assessment function
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Cyber Attack Recovery

Cyber attack recovery

(Recover)
|
| | | |
. . . . . A Registeration of
System integrity Information integrity Service availability & .
. . . compromised
restoration restoration restoration . .
information

NATO UNCLASSIFIED




Timely Decision Making

Timely decision making
(Prevent/Defend)

Identification of
options, impact, and
decision-makers

Decision coordination

Decision dissemination
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Cyber Defence Information Management

Cyber defence
information
management
| |
Cyber defence Cyber defence Collection and
information collection information vetting / exploitation of
and sharing quality assurance historical data

36 NATO UNCLASSIFIED




Cyber Defence User Applications

Damage assessment
Attack assessment
Recognized cyber picture
Cyber attack recovery
Cyber course of action

Cyber decision coordination and
dissemination

Cyber defence data exchange and
collaboration

Collection management

Cyber analysis

Cyber operations management
CIS configuration management
Cyber deception

Dynamic risk assessment

Malware assessment

NATO C3 Agency



Context for Cyber Defence

g{\\\\‘
7|

Information Assurance

\ Y
( [ A ) A
7 k\\ 7 "\J 4 i N 7 : \
. . . . . . CIS Security
Physical security Personnel security Security of information (Including Cyber Defence)
N y BN Y/ Y N /
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CIS Security (including Cyber Defence) Capability Breakdown

CIS Security
(including Cyber
Defence)
I I I I
Establish policy Design and ImPIement CIS Manage risk Operate CIS Security
(governance) Security
| R Lo,
. Manage CIS Security Secure Infrastructure
Manage trustworthiness Information : Critical to CIS

Work in progress ...

NATO UNCLASSIFIED



Cyber Defence as part of CIS Security

CIS Security
(including Cyber
Defence)
[ I I I I
Establish policy Manage trustworthiness Design and Im[)lement cis Manage risk Operate CIS Security Manage CIS %ecurlty
(governance) Security Information
— —_—— T — : . . I T . ) —_—
il Evaluate hardware / Malicious activity and fault| Damage and attack Attack/fault termination / Attack/fault recovery Timely decidion MR Control and ensure access | Information collection and
— Standardize software/System < Manage requirements - Assess risk detection P! fon /mitigati sharing
I —_—
Content based labelling HDetermine trustworthiness Develop methodologies bylamidRan Traceability/audit || Systeminsay Backup tH  Manage identities InformationNEHIEl
t— and protection /release |- for secure design and - (0RA) restoration quality assurance
policy implementation
L{  Manage supply chain H Inlorma:mntl‘ntegntv Manage roles HH Authenticate »Colle:tfu:} :"d_ e)l(zlotltatlon
= Defining metrics - Design CIS security I Inspections and audit restoratipiy or MISONCNCEES
||  Service availability Manage configuration |- 1358 tion/Redaction /
|- Implement CIS security - Accredit restoration g g Sanitize information
. - L Registration of || Delete information
L] Test CIS security | | Business GLELTE) compromised information securely
planning
Evaluate CIS Security
i effectiveness
(red team)
— Communicate risk

Work in progress ...

NATO C3 Agency




Mieért jOo ez nekunk?

- Egyseges keretrendszert ad az események
kezeléséhez

- Le tudja csOkkenteni az improvizativ
szakaszokat

- Rendszerezetté teszi a felkészllest az esetleges
tamadasokra, rendkivili eseményekre

—HSACA



Az elkeszult anyagok hozzaferhetok:
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Kik hasznaljak a tudaskozpont eredmeényeit?
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Ki NEM hasznalja jelenleg a
tudaskozpont eredményeit?

MagyarOrSZég!




Kerdesek?...

laszlo.biro@samunet.hu
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Thank you for your patience.
KbszOndm a tlrelmet!
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