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Biztonsagi kihivas = lizleti probléma

Halozati es
biztonsagi
esemeények
,,Zaja”

“‘patch-elés utan,
thzoltas, vizsgalat,
javitas... audit riport
készitése”

Riasztasok, kulénallo
események, hamis
pozitivok, halézati

anomaliak

Mindig atastalan

kevés a Kollltsleiq_es tamadas
. g uzleti roz
biztonsaaqi X azonositas
9 dilemma

személyze és valasz

Nem prioritizalt kevert
tamadasok, day zero
tamadasok, férgek...
és halozati problémak

Megfelel6-
ség és audit
kovetelmé-
nyek

Sarbox, HIPAA, GLBA,
FISMA, Basel ll...
folyamatra és kezelésre



Magyarorszag

= . Az 1996. évi CXII. a hitelintézetekrdl és a pénziigyi
vallalkozasokrél szolo térvény (Hpt.) 13/B. § (5) d,-ben elbirja az
adott szervezet szamara, hogy rendszeres, érdemi feldolgozast
végezzen az informatikai eseményekkel kapcsolatban:

= ... az informatikai rendszer mikédéese szempontjabol kritikus
folyamatok eseményeit naplozza és alkalmas e naplozas
rendszeres (esetleg 6nmiikddd) és érdemi értékelésre, illetve
lehetbséget nyujt a nem rendszeres események kezelésére.”

= Ezt a térvényt a 2004. évi XXII. térvényben (“A befektetdk és a
betétesek fokozott vedelmével kapcsolatos egyes térvények
modositasardl”) az 1. §-ban mddositottak, a tbkepiacrol sz6l6
2001. évi CXX. térvénnyel egyiitt, amely a 101/A. § (5) d,-ben
ugyanezeket a kbvetelményeket fogalmazza meg.



Onvédé halézati komponensek

= T(zfalak

= Proxy-k

= VPN

= Anti-virus

= Halézati IDS/IPS

= Host alapu IDS/IPS

= Sérllékenységi kiertékelés

= Patch Management

= Policy megfelelés vizsgalat
= Router

= Switch




Meély védelem = komplexitas
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Amikkel foglalkozni kell:
NIDS/NIPS riasztasok
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Amikkel foglalkozni kell: tizfal Log

Built dynamic TCP translation from inside:192.168.1.3-1687 to outside:67.82_225_ 18,1183
Built outbhound TCP connection 288 for outside:198.133.219_ 258080 <198.133_.219.25-88> to inside:192_168.1.3-1687 <67.82_2]

192_168.1.3 Accessed URL 198.133_.21%2 _25:-favicon.ico
192 _168_.1 .3 Accessed URL 198 _133_219 _2L5:-swaj-cisco_detect._js
Teardown TCPF connection 207 for outside:z1928.133.219.25-80 to inside:1?72.168.1.3-1606 duration B:BBA:81 bytes 5917 TCF Red

Deny TCP <no connection? from 128_.133_2179_25-8080 to 67.82_225_18-1182 flag= ACK on interface outside

Deny TCP <no connection? from 122.168.1.3-1686 to 198.133.217?.25-88 flags RST on interface inside

Deny TCP <no connection? from 128.133.219.25-808 to 67.82_225_.18-1182 flags ACK on interface outside

Deny TCP <no connection? from 128_.133_219_25-8080 to 67_.82_225_18-1182 flag=s= ACK on interface outside

Teardown TCP connection 286 for outside:128.133.2172_.25-88 to inside:-192.168.1.3-1682 duration B:88:81 bytes 53445 TCPF F

Teardown dynamic TCP translation from inside:-192_.168.1.3-1427 to outside:z67.82.225.18-1142 duration B:88:35

Built dynamic TCP translation from inside:z192 . 168.1.3-1618 to outside:-67.82 _225_ 181184

Built owutbhound TCPF connection 209 for outside:198.133.219_25-88 <198_133_.219.25-882> to inside:192.168.1.3-1618 <67 .82 _2]
-18/1184)

Facilituy:

Timestamp logging: enabled

Standby logging: dizabled

Console logging: level informational. 717 messages logged

Monitor logging: disabled

Buffer logging: level informational, 215 messages logged

Trap logging: disabled

Histor»y logging: disabled
nzlation from inside:192.168.1.3-1618 to outside:z67.82_225_18.-1852
35811 Built dynamic UDP translation from inside:-192_168.1_.3-2%? to outside:-6Y._82_225_18.-42
302815 : Built outbhound UDP connection 218 for outside:-167_206_.3_158.-53 (167_2086_3 _158.-53> to in=sdide:192_168_1_3.-29 (67 _82_225_14
12
302816 Teardown UDP connection 218 for outside-167.206_.3.15%8.-53 to inside-192_.168.1.3-1618 duration B:80:81 bytes 158
305811 : Built dynamic TCP trxranzlation from inside:192.168.1_3-1617? to outside:=67_82_225_18-1185
g@f?ég; Built outbound TCP connection 211 for outside:64.154_8A.2568-80 (641.154_.8@0_258-80> to inside:192_168.1.3.-161%9 <67 .82_225
e
30481 - 192 _168_1_3 Accesszed URL 64.154_88_258: AHG7hc =we62&hb=DM5481 281 KA+ 3IBDM5401 289ACUEcd=1&hv =6&n=-Cizco .com+Publicfcon=8ucyg
=+#%3Bs/Public&bn=Metscapefce=plss=1024%*768&sc=32ksv=1Fkcnp=fkgp=&dcmp=&c y=ubhp=udln=en—US&cp=nulléf nl=&pec=Bvpc=020101ré&v js=02018
B7r&zseg=;1l&epg=n&ja=-v&dt=S5&=0=2480& 1lmn=B&cv =&hgn =&1d=&la=&cl =8c2=8c I =RKcd=Bcustomerid=&ra=&rf =hookmark&pl=CDT>»208Plug—inx3AQuickT imyg
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ediax“20Plaver+20P lug—in<28Dynamicx2@Link+20Library=3AAdobex208Acrobat=3A&ktt=aunto_pos
3P5811: Built dynamic TCP translation from inside:-192._168.1_.3-1620 to outside:-67 .82 _225_18B-1186
U281 3:- Built outbhound TCP connection 212 for outside:-64.154 _88_258.-80 (64_154_80_258-88> to in=ide:192_168_1_3.-16208 <67_82_225
H-1186>
35812 Teardown dynamic UDP translation from inside-1922._168.1.3.-1454 to outside:-67.82_225.18-18480 duration @-0@:-31
305812 : Teardown dynamic UDP transzlation from inside:z192_.168.1_3-17 to outside:-67Y_82_225_18.-38 duration B:88:31

Teardown TCP connection 211 for outside 64.154.80.2580-80 to inside:-172.168.1.3-1617 duration B:A8:081 bytes 2652 TCP FIH{
1972_168.1 .3 Accessed URL 64.154_808.250: -HGet The=we62&hb=DM5481 281 KAA:IBDMS 401 282 ACUEcd=1&hv=6&n=-Cizsco.com+Publicécon==8
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Teardown dynamic UDP translation from inside:-192.168.1.3-1462 to ouvutside:b?.8B2.225.18-10841 duration B:HA8:31

Teardown dynamic UDP translation from inside:192_.168.1.3-18 to outside:-67.82_.225_18.-31 duration 8:88:31

Teardown dynamic UDP translation from inside:-192_168.1_.3-1463 to ouvutside:z6?_82_225_.18-10842 duration B:808:31

Teardown dynamic UDFP translation from inside:l1?2.168.1.3-17 to outside:b6?7.82.225_ 18732 duration B:B@A:31




CS-MARS




Cisco Security menedzsment készlet

Cisco Security
' ETE

Cisco Security
Manager

veszeély
Policy azonositas

Adminisztracio

Végponttdl
végpontig

= |[ntegralt biztonsagi menedzsment és monitorozas
= ACS



Monitoring, Analysis, and Response System
(MARS) Uj generaciés SIM/STM

= A haldzatban mar meglévo minden eszkdzben e | g P—
jelenlévd biztonsagi szolgaltatasokat hasznalja ki Swichlog  FiewaliClg.  AVAlen
Switch Cfg.  NATCfg. App Log

= A vallalat egészén keletkez6 adatokat korrelalja oG R

NIDS, tlzfalak, routerek, switch-ek, CSA

Syslog, SNMP, RDEP, SDEE, NetFlow, végpont
esemeény logok, tébb gyartdé tamogatasa

= Gyorsan lokalizalja és enyhiti a tamadasokat

= Fébb jellemzék

Meghatarozza az incidenseket az lizenetek,
esemeények és a kapcsolatok alapjan

[ a4

lehetdség van abrazolasra és visszajatszasra
Enyhités L2 és L3 ,lezarépontokon”

A teljes vallalaton keresztlli hatékony
skalazhatdésag a valds idejl hasznalatra




Alapfogalmak — Esemeények Events

= Események— A monitorozott riportolé eszkdzdk (syslog, trap...)
MARS-nak kildétt Gzenetei, <VAGY> a monitorozott riportol6
eszkdzokrél (IPS alerts, Windows log....) a MARS altal “leszedett”
(“pull”) események

Cisco/Non-Cisco

devices
syslogs
—
GP R Traps
s —
/
Pl S I l DEE, RDEP CS-MARS

retrieve IPS alerts

IPS Alerts



Rendszer logok: a kétell kard

= Nem elégseges logolas nam ad igazi eredmenyt,
érteket

= Tul sok a jobol -> rossza valhat



Események - syslog

| Dec 5, 20071:06:34[[10.1.2.2]) loF WSM-6-302015} Built
outbound UDP connection 219025352 for

inside]10.10.21 .10874664](10.61 1.1/25572) to

outside: . 0. 29](144.254.6.144/1029)
Dec 5, 2007 1:07:38 [10.1.2.2] %FWSM-6-302016:

Teardown UDP connection 219025322 for

inside:10.10.21.108/4660 to
outside:144.254.6.144/1029|duration 0:02:03 bytes 64]

Dec 5, 2007 1:08:34 [10.1.2.2] %FWSM-6-302015: Built
outbound UDP connection 219025330 for
inside:10.10.21.108/4673 (10.61.1.1/25597) to
outside:144.254.6.144/1029 (144.254.6.144/1029)



Cisco ASA 5580 tuzfal csalad

Nagy teljesitményl tlzfal és skalazhato tavoli hozzaférés VPN
szolgaltatas

Mind tlzfal, mind VPN képességekben piacvezets
LRy 4




Cisco ASA 5580 ujdonsaga:
NetFlow biztonsagi esemény naplozasa

I Cisco
ASA 5580

Netflow v9

g =

NetFlow Collector CS-MARS 3rd Party




Alapfogalmak - Sessionization

= Sessions— lizenetek (események) halmaza, melyet
(melyeket) a MARS korrelalt MARS a NAT hatarokon

keresztul —~ T

.

| Traffic Flow
1

Event-1
(Pre-NAT)

L Rttt TS -

|
@ |
é u Event-2 i

(Post- !

NAT) N
:
1
1
1

Session = Correlate Event-1 and Event-2 e
across NAT boundaries - éQ;
HIPS




Mibol lesz egy session ?
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Alapfogalmak - Incidensek

= Incidensek — a session-ok halmaza, mely(ek) illeszkednek egy
elére meghatarozott vizsgalati szabalyra. A szabalyokat (Rule) a MARS
rendszer mar tartalmazza, s az adminisztator is tud definialni

%

( ﬂrri/Traffic Flow

Event-1 :V}
(Pre-NAT) '

Event-2 1

(Post- N

NAT) :

Session1 = Correlate Event-1 and Event-2 i

Attack | - opmmmmmes Zom--oy
P N HIPS
i Traffic Flow

Incident Event-1 L
= Match Rules (Session1, (Pre-NAT) ;

Session2 ) S ————1 g

s i

— Event-2 i

& (Post- 'N

NAT) '

Session2 = Correlate Event-1 and Event-2 E

-------- f R Q
HIPS §



Szabalybdl incidens...

Rule Mame: System Rule: Worm Propagation - Attempt Status: Active
Action: None Time Range: 0m:10s
Description: This correlation rule detects worm propagation wia means such as SMTR, TFTP, and network shares.



CS-MARS terminologiak

Események

Nyers lizenetek (pl.: IDS és
tlizfal naplék), amelyeket a CS-
MARS-nak kiildenek a

riportolo eszkdzok

Session-0k

(kapcsolatok)

Olyan eseménybdl allé sorozat,
melyeknek a végponti
informacidi megegyeznek:
Cél/Forras IP cim
Cél/Forras Port és protokoll

Incidensek

Olyan kapcsolatokbol allé
sorozat, melyek egy definialt
szabalyra egyeznek




Ahogyan a CS-MARS mukodik

o
1. fazis,
Normalizalas 2.
3.
N
4.
5.
2. fazis,
Szabalyok
alkalmazasa
-6
3. fazis, £
Analizis és
enyhités 8.

. A hal6zati eszkdzbdl megérkeznek az

események a CS-MARS-ba
Az eseményeket ,értelmezi”
Az eseményeket “normalizalja”
Sessionized/NAT korrelacié

Rule Engine (szabaly motor) futtatasa
- Eldobasi szabalyok

- A rendszerben Iév0 eldre definialt
szabalyok

- Felhasznalé altal definialt szabalyok
Hamis pozitiv analizis

Sériulékenyséqi kiértekelés a gyanus
host-ok ellen

Forgalom elemzése és statisztikai
anomalia detektalas

SESSIONIZATION

SESSIONS
‘CORRELATION RULES
\| RAW INCIDENTS

FALSE POSITIVES

y

WULKERABILITY
ASSESSMENT

INCIDENT
MITIGATION




S-MARS - analizis egy lapon

Cisco SYSTEMS

|summ' H INCIDENTS ” QUERY / REPORTS ” RULES || MANAGEMENT H ADMIN H HELP

[ Dashboard || Netwerk Gtatus |[ My Reports || May 13, 2006 3:20:25 AM PDT

m SUMMARY | CS-MARS Standalone: demol v4.1

Lagin: Administratar (pnadmin)

Select Case: |ND Case Selected,., W | View Cases | | Mew Case

|Page Refresh Rate |

Recent Incidents
|24 Hour Events | All Severities g |A” Rules "| all Case Statuses »

B netlow 0 |Incident 1D |Event Type |Matched Rule ‘Action Time |Path |[Iases
B Events 2,694 083 1:10984 047 Deny packet due to security NetworkConfigError, Copied: 06,03.12/23:05:28(3] May 13, 2006 3:05:35 AM PDT
olic
Sessions 992,511 ey . .
== o 1110984145 Deny packet due to security NetwarkConfigErrar, Copied: 06,04.20/09:23:56(3) May 13, 2006 3:05:36 AM PDT
b .
Reduction policy @
- Lin9adzal Built/teardown/permitted IP test Rulel Ernail May 13, 2006 3:05:17 AM PDT - May 13, ]
|24 Hour Incidents connection[d] Adrnin 2006 3:05:34 &M PDT
B
u H\gh. 61 i 111098354 Built/teardown/permitted IP Systern Rule: Client Explait - Sasser Worm@ Ernail May 13, 2006 3:04:11 AM PDT
Medium 0 0% connection Adriin,
M Lo 188 75% adm!r
emai
Tatal 249 100%
[All False Posit 11098376 115 Dot Dot Crash[d], Spstem Rule: Server Aftack: Web - Atsmpt[d) May 13, 2006.3:03:15 AM PDT
i il i Wi WinNT crnd.exe Exec@,
| [ be 57,507 75% W IS Unicode Directory
confirmed traversal@,
B zystem 0 0% 115 CGI Double Decode@
determined
| Logged 0 0% HotSpot Graph Attack Diagram
W Dropped 13,080 24% [ meps oraph | [ Lara= Grapn_|[Felp] Large Graph
User 0 0%
corfirmed
Tatal 76,587 100%
To-do List |

1429647 (Assigned) Please
investigate &'

Ci1429362 (Assigned) Mew
Case &

11428976 (Resolved) Attack
101 &

Ci1428556 (Mew) Test Case

Ci14 28550 (Mew) CS-MARS -

is untouchable &7 i
C:1428544 (Mew) Cisca Press g o
Rocks & b =

Ci1425395 (Mew) Mew Case




Jelentos adat

csOkkeneés

Cisto SYSTEMS
‘lumv H INCIDENTS HQUERY / REPORTS H RULES ” MANAGEMENT H ADMIN ” HELP
| |
[ Dashboard |[ Network Status || My Reports || | | May 13, 2006 3:20:25 AM PDT
SUMMARY | CS-MARS Standalone: demol v4.1 Login: Administrator (pnadmin) 11
Select Caset [ o Case Selected.. v
Page Refresh Rate
Recent Incidents

all Severities %

‘AH Rules

24 Hour Events

v‘ All Case Statuses (¥

115 Dot Dot Crashla],

Spstern Rule: Server Attack: Web - A!‘tempt@
W WIinNT cmd.exe Exec@J

[ 57,507 75%

W nistiow a Incident 1D ‘Event Type ‘Matched Rule ‘Actiun Time |Path |Cases
B Events 2,504,083 1098405 Delny acket due to security NetworkConfigError, Copied: 06.03,12/23:05:28[d] May 13, 2006 3:05:36 AM PDT
. alic
Sessions 992,511 I .
Data 3% 110984187 Ceny packet due to security WetwarkConfigError, Copied: 06.04‘20109:23156@ May 13, 2006 3:05:36 AM PDT
Reduction policy
74 Hour Incidents Blan/permltted 1P test Rule1[3] Emal\ May 13, 2006 3:05:17 AM PDT - May 13,
High 61 24% . ;
W Hg I 1098388 Built/tsardomn/permitted IF System Rule; Client Exploit - Sasser Worm|d] Email  May 13, 2005 3:04:11 AM PDT
Mediurn 1] 0% connection Admin,
W Low 183 75% admin
Total 249 100%

May 13, 2006-3:03:15 AM PDT

investigate B

11429362 (Assigned) Mew
Case &

C:1428976 (Resolved) Attack
101 &
11428556 (Mew) Test Case

11428550 (Mew) CS-MARS %, £
is untouchable & T 1

11428544 {Mew) Cisco Press
Rocks &

11425395 (New) New Case

| el ; picode Directory
e oy | 24 Hour Events
W osystem 0 0%
determined - NEtﬂDW ]
Logged O 0% |HotSpot Graph Attack Diagram
W Cropped 19,080 24% [ _roll Topo Graph ] [ Lorae Graph | B cvents 2,694,053
User i} 0%
confirmed Sessions 992_,511
Total 76,567 100%
W Data 63%
C11429847 (Assigned) Please REI:II_ICtiI:II'I

|24 Hour Incidents

4 B High &1 24%
Mediurm 0 (S

M oLow 188  75%

Total 249 100%

Incident Dashboard
- Aggregate
- Correlate
- Summarize

2,694,083 Events
992,511 Sessions
249 Incidents

61 High Severity
Incidents

Hatasos adatcsokkenés, az adminisztratornak
csak a magas prioritasu incidensekkel kell
foglalkoznia




CS-MARS korrelacio és egyszerusitées

Részletes szabaly
keretrendszer és incidens

részletezés

QUERY / REPORTS || RULES || MANAGEMENT || ADMIN || HELP |

=

[ PM PST |

Login: Gordon; Scott (sgordan) @@ | Logout | 35 | Activate

r '
Jelentos
sspon 10 Show
”r 't r
=0 Matched Rule: Successful Reconn and Buffer Over egyszerus I es
[ Description: Sueccessful Reconn and Buffer Overflow
Offset|0Open |Source IP |Destination |Service Ewvent Device|Severity|Counts| ) ActionfOperation|Time-
{ iP Name Close range
1 $TARGETOZ |$TARGETOL  ANY Probe/HostSweep/Mon-staalth AN AR 1 R
2 $TARGETOZ |[$TARGETOL  ANT Probe/PortSweep/Stealth AT AT 1 LLOWED-BY
3 $TARGETOZ |[$TARGETOL  ANY Penetrate/Bufferdverflow/DNS, Penetrate/BufferOverflaw/FTF, AN AR 1 FRLLOWED -BY
Penetrate/Bufferoverflow/Mail, Penetrate/Bufferoverflow/RPC,
Penetrate/Bufferoyverflows/Loain, Penetrate/Buffercverflow/web
4 $TARGETOL|ANY AN Info/allSession ANY AN 6l Oh:05m
Incident ID: 592352826 | Escalate | | EH[.\and all | | Collapse All |
Offset|Session f Incident |[Event Type Source IPfPort Destination IPfPort Protocol [Time Reporting Path f Tune
iD Dewvice Mitigation
i ICHP Ping Network Sweep[d) 40.40.1.23 [4] 192,168.1.10 [5] =] Total: 2
1 $:73993850, ICMP Ping Network Sweep[a]& 4040423 (2] | o[@] |isedesddn [alfo [@)  1cMp [@] Mow 22, 2004 7:02:52 A HQ-Sw-1-idsm [N False
159235282 PET 1-” Positive
1 $:73993851, ICMP Ping Network Sweep[a]& 4040123 | o @ [ozasedio @0 @ 1cwe [@] Nev 22, 2004 7025 &M Ho-MIDS1[E] False
59235282 PET Positive
5 573993900, WA 115 ida Indexing Service 4040123 [4 | 2500 [d)f192.1068.1.10 [d)|s0 [@) TR [@)  Wov 22, 2004 7i02: Q-Fui-1[3], False
15923528208 Overﬂow@@" RET) HQ-MIDE1]4], Positive
HQ-SW-1-idsm[d]
2
[
4 Built/teardnwn/permitt=d 1P connection[d] | 192,168.1.10 [a] ~1ogaao[q) _ =] Total: 3
&1 5:73993671, Built/teardown/permitted IP connection[q] | 192.168.1.10 [q] 0 [§] 101310 [4] 4000 [§) TeR [4]  Mov 22, 2004 7:02:§2 &AM HQ-Fw-1[g] False
159235282 i PET Fositive
4 $:73993872, Built/teardown/permitted IF connection[d] | 192.168.1.20 [d] f3 [@] 101110 [6) 400 [6) Tor [d) Moy 22, 2004 7:02:58AM HO-Fur-1[d] False
592352821 al RET Positive
4 5173993873, Built/teardown/permitted IP connection(d] | 192.168.1.10 [a] f1 [@] 1030 [3) 400z [3) Top [4] Moy 22, 2004 7:02:52 ANHQ-Fw-1[q] False
- ni5gz3szecEl = B Positive




CS-MARS - a végpontok o0sszekotése

& P 1. Host A port szkenneli X célt
T J“w\..____.ﬁﬂ. f,lE'_ﬂ
= HO-F&-3

. "’/“’ﬂ 2. Host A Buffer Overflow tdmadja X-et,
wSTam = e @ ahol X NAT eszk6z mogott van és X
‘ R HE (-3 sériilékeny az adott tamadasra
3. X cél jelszd tamadast hajt végre Y cél
ellen, ami egy NAT mogott Iévé

ST i eszkoz
thegn%lal—hm.t_/j i -10.3330. ; £
; Q H@ g e 1?1l29=;9 0424
IErvE st

=t
__g,-z-?i.an.z.n.m

SureVector™ analizis
Tamadasi utvonal bemutatasa és

_, pontositasa
na0 310724 Teljes incidens és esemény
részletezés
< A tamadas pontos forrasanak
%ﬁ“ww kideritése

Teljes és pontos torténet




Bizonyiték Informacio -tamadas visszajatszas

Session ID:
5:23941092

Src: 10,10.21.103/2811
Drest: 144,254 .74 ,45/1029
Event Types;

Built/teardown/permitted IF
connection

Previous I | MNext |

10.10.15.103

14‘.251303 7

Session ID:
§5:23941093

Sroi 10,10.21,103/2811
Dest:
144 754,208.135/1029
Event Types:

Built/teardown/permitted IP
connection

10.19.2%. 106
o 144354%.152

N 144.254°6.144
14&25&;1.‘5

| Previous | | Next I

1&4.2%@1-3@_
10 .10.15 103

144254 %U&?

Session ID:
5:23941094

Sro: 10.10.21.103/2811
Dest: 144,254 6,152/1029
Event Types;

Built/teardown/permitted IP
connection

10.19.}.;.108

144 254 .91_15

~ "'k&q.zsé.isz
—pg
144,254 8,444

Previous | | MNext I

10.1?.1%.1.::5
144 354152

gl L%
144.254.6.144

1«_256?1-3_1
2]
10 .10.1%. 103

»

144254 '%Elﬂ?

144 354 .;ﬂ_lE



Tamadasi utvonal és topologia ismeret

I =

A HOERaber = Llj_‘"" n-173:25.35.0/24
o e = P
= " HQ-FW-3 .
.34.00) = B, T
FL.ER o . '|I@!
7 . -E0C33.30.04 HQTS‘WF’-J

Aldozat &,
(piros) e

Megtamadott host — a
tamadast tovabbitja
(bibor)

A tamadas elindul

(barna)



Most mar teljes kéepiink van...

| Previous | | Mext | | Toggle Topology ‘

>

Session ID:
S5:23941092

Sre: 10,10.21.103/2811
Desti 144,254.74 4541029
Event Types:

254 Y 10.1 1&.1{:-5
Built/teardown/permitted IP 141.%“ .
connection /‘C__\j o 3
E% GateEy15 GatEvay-7 10.10.2T.103
144 254 Q

. s il B
Session ID: 5 y
$:23941093 ERENS e
Sreo: 10.,10.21,10342811 P o
Dest:
144,254,208,135/1029 s
Event Types:
-
Built/teardown/permitted IP r— __.-':
connection o n-10.108.1. Wi.u;fh e Geldway-3
Tal = — -£0.3.1 =
e I:-fj T |:|.r1n4 ---"'.,' ﬁ:n_mm,.nmgz -1.0f24
4 . = ik 7
Session ID: . —=10.40.252.0/24 s WIS Em 101.1.0/24
§:23941094 C\_:} — Inmim o/~ —
C’" Gateway-12 n miug : wxn ez nﬁd - ‘i‘u.r;n T:m_'n.i.-:-,rzq
Srei 10.10.21.105/2811 casFaTAg - s mﬁu’?iﬁis‘m’l Icﬁﬂa‘”‘”’“ ' o

Dest: 144.254.6,152/1029 ®—| E L == e e
Event Types: . e o T 2041 DFZ‘F_n'm -114,1.0/24 @ - n-10.11.10.100/30

w BPCAT SR ATA



Es most allitsuk meg! — Tamadas enyhités

Enforcement Devices S:23961224 Path
| Layer 3 Path iVJ

10,53 _h 133

Suggested
amslab-650%a.cisco.com
Alternate i

FuwSM-amslab.cisco.com

L3 Enforcement Device Information

10,100 024

|Device |Trpe Manager
amslah—ﬁSDQa.cisco.com@ Cisco Switch-105 12,2 PMN-MARS on pnmars

Interface Information

|Direction Interface Name MAC Address
Inbound FastEthernetl/24 00:d0:00:0e:c0: 00
Cutbound Vlanz 00:d0:00:0s:c0:00

Recommended L3 Policies /Commands

(+ ip access-list extended <aclname_0n_FastEthernet1,-’24)
deny tep host 10,.10,10.21 host 10,53.230.133 eqg 139

or

() ip access-list extended <aclna.me_0n_FastEthernetlf’24>
deny top host 10.10.10.21 any




CS-MARS - alkalmazott védelem

= Vezérlési lehetb6ségek
Layer 2/3 tamadasi ut vilagosan lathaté
A kivédési eszkdzbk definialhatok
A pontos kivédési parancs megadhaté

Enforcement Device: switch_server|d], Suggested

Enforcement Device Information

Device Type Manager Children

Info

switch_seruer@ Cisco Switch-  Protego Metworks MAaRS
10 12.2 1.0 on pnxalis

Interface Information

|Directiun |IP Address |Interfal:e Mame |DN5 Mame |M

ddress |MAE Update Time

Recommended Policy /Command

0 configure t

interface FastEthernetD/4
no ip address
shutdown

Firewall it

/ﬂﬁﬁwn

0724



Command and Control Dashboard

|24 Ty —— | all Severities |» |F\II Rules vl
B etion 137 155 |Incident ID |Euent Type |Matched Rule |Actiun Time |Path
El
;260285295 Sudden increase of trafficto @ Systern Rule: DoS: Metwork - Success Likely Mow 22, 2005 10:06:11 [&]
M Everts 444,054
: d port[d], B CET - Nov 22, 2005
sessions 428,573 Cenied packet - no translation 10:11:05 AM CET
Data 3% group
Reducti . . . .
S nn 1:260285294FF Sudden increase of trafficto 2  Systemn Rule: Sudden Traffic Increase To Port[d) e-mail  Nov 22, 2005 10:11:05
|24 Hour Incidents portld), notify &AM CET
B High 4 36% Built/teardown/permitted IP
Medium 3 27% connection _
% 126025529247 Denied packet - no translation Systern Rule: Worm Propagation - Atternpt Mow 22, 2005 10:08:33 [
M oLow 4 3ao, (SRR
group AM CET - Now 22, 2005
Tuatal 11 100% 10:058:34 AM CET
Rule Name: System Rule: Worm Propagation - Attempt Status: =
Action: Hane Time Randg @
Description: This correlation rule detects worm propagation via means such as SMTP, TFTP, and network shares:
p
Offset|Open { |Source IP |Destination IP|Service Name Event Device|Reported |[Keyword |Severity |[Count| ) Clase|Dperation
User
K] SAME, AT wcrnp (code: ANY, type: ANY, proto: ICMP) AT ANT None ANT ANT o OR
$TARGETOZ,
&MY

Denied packet - no translation
group@@'

Denied packet - no translation
group@)@f

Denied packet - no translation
aroup [a]4&F

Denied packet - no translation
graup@@'

101.1.246 [4] 0 [3] 10.1.61.1 [4]

10.1.1.246 [4] 0 [4] 10.1.61.2 [q]

10.1.1.246 [4] 0 [4] 10.1.61.3 [4]

101.1.246 [49] 0 [3] 10.1.61 .4 [4]

= 100 ICMP lizenet ugyanabbdl a

forrasbdl 10 masodpercen belill valami

gyanusra utal




Testreszabhato rendszer definialt szabalyok

| I 4

Szabaly definicio

I Rule Name: Sasser Rule Status: Active
Action: Mone Time Range: 0h:05m
Description: This rule matches the traffic pattern of the Sasser worm.

Dffset{0Open { |Source IP (Destination IP|Service Name Event Device [Reported|Keyword |Severity |Count| ) Close|Dperation

User

1 $TARGETO1 $TARGETOZ User Defined (src port:  ANT AMNYT Maone AT ANY 1 AND
ANY, dst port: 445,
prota: TCR)

2 $TARGETO1 $TARGETOZ User Defined (src port:  ANY AN Mone ANYT ANY 1 AND
ANY, dst port; 9996,
proto; TCP)

8 $TARGETOZ $TARGETO1 User Defined {src port:  ANYT ANY Mane AN AT 1 FOLLOWED-
ANY, dst port: 5554, BY
prota: TCP)

4 $TARGETOZ DISTIMCT User Defined {src port:  ANY AN Mone AMY ANY 20
ANY, dst port: 445,
proto; TCR)

» Az el6fordulas szamossaganak megadasa
* |d0 keret megadasa

A rule hasznalhato riport generalasra is



Custom Parser

A Custom Parser segitségével barmilyen
eszkdz hozzaadhato, mely Syslog vagy

S N M P Tra p -et ku Id Device/application Type Definition
1. Uj eszkdz / alkalmazas-tipts— C ot ferienee e
hozzaadasa Coor T (TR
— *Model:
2. Egy “esemeény’ tipus megadasa + tversion:

az uj eszkbzre vagy alkalmazasr

3. Mintazat megadasa az adott esemén
tipusra

4. Ujeszkdz / alkalmazas felvétele a
MARS-ba

:l ¢~ ACL log deny-flows reached limit

¢~ Deny connection - no xlate

MegjegyZéS ~ Deny packet due to security policy
¢~ Deny policy alarm
MARS 6.0 Device Support Framework




F01365 9586 908 6,901

Apr 3, 2007 3:50:00 PM PDT - Apr 3, 2007 4:00:00 PM PDT

Peak |Rank Mumber of Sessions at Peak
Peal = 1 50,387
Peal i 1] z 42,036
Peak 3 33,565
Peak 4 29,912
Peal == 5 25,383
Peak [ | & 23,521
Peak = 7 17,013
Peal [ & 16,954
Peal [ g 16,906
Peak = in 16,901



CS-MARS megfeleléségi riportok

A leggyakrabban hasznalt riportok — testreszabasi lehetéség
A lekérdezéseket szabalyként vagy riportként menti el. - intuitiv keretrendszer
(nincs SQL konfiguralasi igény)

Report: Activity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT

MName Schedule |Furmat|Recipients|Query Description Status Submitted Time Range

Activity: Denies - Every MNorma! Mone Event tppe: AftacksProtectad, This report ranks the destination ports  Finished: Sep 8, Sep &, 2004 Sep 7, 2004 1:07:39 PM
Top Destination hour FirewalliPolicyliolation/ACL, to which attacks have been targetted 2004 1:07:43 PM  1:07:39 PM PDT  PDT - Sep &, 2004
Forts Query Tepe: Destination Forts ranked but denied. PDT 1:07:39 FM PDT

by Sessions
Tirne: 1dd:0hhi0mmm:0ss

Report type: Destination Ports ranked by Sessions, 1dd:0hh:0mm:0ss

|Source IP |Destinatiun 1P |Service ‘Euents Device Severity |Zone ‘Dperation |Ru|e |Action Reported User
ANT AT ANT AttacksProtected, FirewallPolicyiolation/aCL ANT ANT Ch Mone AMT ANT ANT

Keywords: [None]

g /Min
380 i
240
300
2e0
zzn
180
140
100
&0
20 . - 5 s,
Tue 1PM Tue 8PM MWed 440 Wed 11AM
|Rank |l:nunt {# of sessions) |Raw Destination Port
[ ] 1 4704 445 [4]
[ ] z 3524 50 [4]
3 3341 26636 [q]
4 3183 135 [d]
[ ] s 2531 47683 [4]
[ ] 6 1183 1026 [4]
7 1144 o4
[ ] & 768 139 [4]
[ ] 3 654 9895 [d]




LY 4

A rendszer altal definialt/ sajat keszitesu riportok

Példa: A tizfal altal letiltott legtébbszér el6fordulé portok riportja

Orankeént idézitett riport
Reporf™\activity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT TObb, m i nt 24 ()rés ri port

/

Name / |Schedu|e |Fo\mat|Recipients|Query Description |Status |5uhmitted Time Range |
Activity: Denies/[- Elery Morrpa! Mone Event type: AltacksProtected, This rej ranks the destination parts  Finished: Sep &, Sep &, 2004 Sep 7, 2004 1:07:39 PM
Top Destination hour Firewalifolicy WiolationACE, 1 ich attacks have been targetted 2004 1:07:43 PM 1:07:39 PM PDT  PDT - Sep &, 2004
Forts Query Type: Destination Forts rank ut denied. FOT 1:07:39 PM PDT

by Sessions

Time: 1ad:0hb:0mm:idss

Report type: Destination Ports ranked by Sessipgns, ldd:th:Drﬂ:Dss

|Snurce IP |Destinati0n IP |Seruice |Euents Device |Sewverity |Zone |Dperation |Ru|e |Action Reported User
AN AN AN AttacksProtected, FirewallPolicyWiolation/ACL BMNT AN i Mone ANT AN AN

Keywords: [None]

sl “q” ikon — részletes

380

o informacio a 445 portrol

Tue 1FH Tue 8FH Wed 44K Wed 1144

|Rank |Cuunt {# of sessions) /{-Rrrw-Destiih‘u/n Port
[ | 1 4704 445 [4]
[ ] 2 3524 &Eﬂ"@")
3 3349 26686 [4]
4 3183 135 [4)
[ ] 5 2531 47683 [d]
[ | [ 1183 1026 [4]
7 1144 o[4
[ | & 768 139 [4)
[ | 9 634 995 [4]




Halozati forgalom vizsgalat

Activity: All Events and Netflow - Top Destination Ports, last 7d-0h False Positive Events, last 1d-Ch .
iTutaI Wiew V‘| |Week v|| Vigw Report || Legend Day w|| Large Chart || Legend |
Chart resolution: 15Min
3 g Min
Chart resolution: 2Hr il
AugfWin L
sof i | i
48T T
42T 191
/T 17 T
T 15T
0T 131
6T Tkl
22T gl
18T T
14T 5
10T 3

Sat BAM Sat 104M Sat 2PM. Sat SPM “Sat IPM Shur 1AM Sun SAM Sun SAM

2
Sat, Jun 11 Sun, Jun 12 Mon, Jun 13- Tue, Jun 14 Thu, Jun 1& Fri, Jun 17 Sat Jun 18 . Color DE!SCI'i[II'tiDﬂ All-Time Total

Colar Total Count = Uricanfirmed false positives 10

= 76,519 = System confirmed false positives &

[ ] 34,719 | ] Legged-to-DB-anly events 74,915

' 33,397 = Oropped events o
26,451

| 23,042

= 41 the Miért a “Port 0” forgalom ?

| ] 10,511

= i Valéban Port0 tamadas vagy ez egy
B, B45: e -

= P esemény , melynek nincs port

informacioja?
This straightforward view selects the Top M values for display by calculating the
summed total of each value in the time range, and picking those with the largest

total Tovabbi vizsgalat sziikéges




MARS megvalésitasi opciok

MARS 110R

Ay
oooopy 4

D000[55
D000|50

V|
0]
|:||:||:||:| 001

W |
-
S~
Azsiai iroda

3

|
MARS 210

Kozponti iroda

]

MARS GC2
MARS GC

HTTPS (tanusitvanyokkal) protokollon keresztiil
kommunikal

« Csak a globalis szabalyokbdl keletkezé
incidenseket tovabbitjak a helyi elemek (LC)

+ GC frissitéseket, szabalyokat, riport sablonokat,
hozzaférési szabalyokat és lekérdezéseket tud
szétosztani az LC-k felé

|
MARS 110

Eurdpai iroda




Cisco Security MARS

Appliance Overview

MARS GC2 & GC2R

5 2= »

Qa0

® o MARS 55
0 =
X o S MARS 210
=20 g

T MARS 25

MARS 25R

MARS 110R

[ Hardware Redundancy>



MARS:
SASSER-D

DAY ZERO
TANULMANY




..
Incidens, mely a Dashboard-on

megjelenik

hed Rule: Systerm Rule! Sudden Traffic Increase To Port
ription: This rule detects scans stabstcally: significant increase in traffic to a parbcular port
pen { I'Euurcu IP |Destination IP ]Senrice Mame !Event |Dev:ta |Eurﬂ:rit'_r ]Enunts [Eunnl ) Close |.ﬁ|:tiunﬂ]peratiun Time-range l
AN ANY AN System Hule; Sudden Traffic Increase To Port  ANY AN 1 MITT Ohhi10mmi0ss

. —— -
arss01aen & EIE | Escalate | | Expand All | | Collapse All
F i Event Type Source 1P /Paort Destination IP /Port Protocol| Time Zone Reporting Graph|False Mitigati
2 Device Positive
0316,  Sudden increase of trafficto a 0.6.8.0 [5] 05 @o0o(g Was Q)10 [3)  May 3, 2004 60005 | B deimos Q) Ex B Tune Mitigate
1390 @ port 3] & AM EDT

ARA authorization denied due ta ne [—] Total: 25
priar suthenticatisn

AdA authorization denied due to no - 50 120 (0] [ Total: 3

prior authentication

AAs authorization denied due to no mﬁu;z B E Total: 2

prior authentication | -
IBE4d, Adk authorization denied dus to o - eEERS 176,85 [a] 4049 0] wmeges5.128 [a] 445 [g] n/a [g]  May 3, 2004 S:40:05 g cerberusz [3] ] Tune Mitigate
1390 & prior authentication [g] & AM EDT

ARG authorization denied due to no Fas,iﬁﬁ;_tnq. E Total: 3

prior authentication ' : |

faa authonzation demed due to no '“,1552115 E Total 2

prior authentication

Ada authorization denied due to no NS 158,152 (4] Total: 2

prior authentication

Afdd authonzation demed due to no SRS 38,174 Ej: F[4] Total: 3

prior authentication |g :

aaA authorization dened due to no _ﬂy,ﬁg Total: &6

prior authentication ' '

Adg authorization dened due to no SRR 140,95 [4] Total: 3

prior authentication
‘6538, Built/teardown/parmittad IP R 93,70 [5] 2500 [q] M2 164 [3] 445 [9) ToR (4] May 3 2004 50005 B cerberusi [4) [@ Tune Mitigate
1550 @ connection Eﬂ.@' AM EDT - May 3, 2004 @

Sr42:07 AM EDT
Deniad packet - no translation [=] Total: 4

group
16547, Denied packet - no translation 136,65 (3] 4050 [1) aquea® 30,35 3] 445 @) Toe [d]  May 5 2004 540005 B certeruss B Tune Mitigate
1300 & group |a] & AM ECT =



A grafikon 6nmagaert beszel

Activity: All Events and Netflow - Tap Bestination Ports, last 1ol dd:okb

|'.'Jp.!,l!| e rrl || Crashbogrd ” 'J--u'il Laaand F

P M i

E20. 000
FAO. 020
Faid. @0
FOD. 00
BEO.03D0
BRE.0G0
500 0En
=40, 080
SO0 D0
E LR L]
420050
A0, 000
40 0E0
306, 000
ZE0. B0
220,000
T
L0 D00
L. 0

BiE. 000

20,020

= e PR e b e — i 0 iy o s - R L IST St o iy oy s S o B o o T T T e SRR
2% San 1EPM 2& Morm 2PA 27 Twe 54N 27 Tue PF 20 Wed L1AM 29 The 26AM 29 The SPA i Fel AW J0FrillPw I Sat 2FH I Sun SN 2 Swn EPN HHon L1AR
Colar Most Recent / Minutes Walue
[ | 270,465 445 [4)
B 35 9E0 a0 [4]

11 472 53 [4]




=

A fertozott host-ok

o

Count (# of Sessions)

Raw Source [P

Defined Hosts

==

SLECT
40339
36081
30545
g7

R
5072

130.160 [q]
=.132m [l
ol 000 0; [
ol 007 5 9]
1134105 []
Wwes 15175 ]
L SEEERE)
R 134,193 [{]
S 35,196 [o]
S 117
o c: 205 2]
o
13316 ]
sl (20 d]

d.lﬁﬂ.lﬁﬁ
P 140154

— 130 02 (5]
140 5 [d]

dhop-203-82
dhop-202-66

dhop-203-42 [q]



Tamadasi utvonal Layer 2 kivédéssel

&1 [pnguard] Topology Path Graph - Microsoft Internet Explorer

oy

NETWores | &1 [pnguard] Mitigation Information - Microsoft Intarnet Explorer
—

PROTEGO
M E

Topology Path Graph

@ INCIDENTS | Lagin: Chiu, Phil {pehiu) Mar 29, 2004 4:51:57 AM PST

Layer 3 Path | | Laver 2 Path | | Full Topy

Mitigation Information

Enforcement Devices| Enforcement Device - Suggested
switch3 (L2}
':f_lUQQBStBIEI'::: I 3 Mame: switchs
cherryia alternate Breil + . =i Switch-Catos apy
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Demonstracio




Osszefoglalas




MARS Osszefoglala

Jobb Gyorsabb
Integralt halézati tudas 15,000 EPS teljes korrelacioval
Célhardver, redundans tervezés (3-10x, mint a egyéb gyartdk)

Skalazhato, elosztott esemény analizis
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Koltséghatéko
Appliance kivitel
A legjobb ar/teljesitmény

Nincs rejtett szoftver/ testreszabasi kdltség
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Tovabbi informacio

= Cisco Security MARS

www.cisco.com/go/mars

= Cisco Self Defending Network Strategy
www.cisco.com/go/selfdefend

= Cisco Security and VPN Solutions
www.cisco.com/qo/security

= Cisco SAFE Blueprints
www.cisco.com/qo/safe

= Netflow v9
http://lwww.cisco.com/en/US/docs/ios/12 3/feature/gde/nfv9expf.html

= CS-M
http:/lwww.cisco.com/en/US/products/ps6498/index.html

= CS-MARS
http:/lwww.cisco.com/en/US/products/ps6241/index.html

= CS-MARS blog
http://ciscomars.blogspot.com/

= CS-MARS Google Group
http://groups.qoogle.com/group/cs-mars-ug?hl=en-GB




Tovabbi informaciok

alaln
cIsco.

Ci1sca SYSTEMS

Cisco SysTEMs

Cisco SvsTems

IPsec Virtual Private Network
Fundamentals - SECURITY

An immd tioh to s

Security Monitoring with
Cisco Security MARS

Cisco Network Security
Troubleshooting Handbook

Threat mitigation system deployment

Security Threat Mitigation
and Response
Understanding Cisco Security MARS

Identify, analyze, and resolve current and potential
network security problems

Identify, manage, and counter security threats with the
Cisco Security Monitoring, Analysis, and Response System

ciscopress.com Mynul Hoda, CCIE" N

James Henry Carmouche, CCIE® N
Dale Tesch

ciscopress.com Greg Abelar
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